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 ABSTRACT 

One advanced technology that is expanding quickly in the communications area is the integration of 

Cloud computing with the IoT. This is because it is quick, easy, and inexpensive to use. Since the 

information sent between the sender and recipient is vulnerable to threats and attacks through 

eavesdropping or unauthorized, in this paper, encryption technology is used to protect the information that 

is sent from the intelligent building to the smartphone-controlled, where the information sent between the 

two parties is encrypted by relying on the Henon map, new diffusion technique and the XoR function. 

Several measures were used to measure the quality of the proposed system as Histogram, NPCR, PSNR, 

SSIM, QIU, MAE, and Entropy, as the results proved the strength, high-security effectiveness, and 

robustness of the proposed system. 
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1 INTRODUCTION 

It is significant to review the common technical aspects in the computer field. IoT and Cloud 

computing are two technologies that undoubtedly share many attributes. This technology can 

benefit from and be improved by combining many concepts [1,2]. The IoT is the network of 

physical things, gadgets, transportation, buildings, and other objects embedded in technology, 

software, sensor, and network access. [3,4]. IoT technology is the next significant advancement in 

new technology, but it differs significantly from previous advancements in that it brings about 

significant changes in corporate performance. In the upcoming years, it is anticipated that both the 

number of websites or intelligent devices and the features they will offer will grow [5]. One real 

benefit of the IoT concept is that it will significantly affect all facets of daily life as well as the 

behavior of potential customers. A user can immediately notice the Internet of Things' effects on 

the home and workplace environments. In the first state, an example of situations that can use this 

new model is the Internet of Things; it will be used in assisted living and e-health and reinforce 

education in the near future [6,7]. In the second state, business users may see identifiable 

challenges in other areas, such as the intelligent transmission of persons and products, logistics, 

industrialization, advanced manufacturing technologies, and business management. The IoT could 

be considered a flexible, worldwide network foundation that controls brilliant, self-configuring 

things. The Internet of Things is developing to the point that everything around us is connected to 

the Internet and can interact with minimal human effort [8]. The IoT consists of three major 

components: 1. The physical objects, 2. The networks of communication that connect physical 

objects, 3. Systems of computers that stream data to and from things. 

         There are currently safety and security issues due to many internet-connected items, and much 

information exchanged [9]. When we talk about security, we mean how well the IoT apps and 

infrastructures are protected. Given that so many gadgets use too few external services that are frequently 

unmanaged, they are reasonably simple to attack. When the network layer is breached, it is straightforward 

for attackers to seize control of the system and use the compromised initial node to use or target additional 

neighboring systems intentionally. The user's security must be maintained by preventing identification and 

unauthorized access. Confidentiality means that your information is under your control and not under the 

control of others. Another difficulty brought up by the IoT's significant reliance on data and connected 

devices are trusted (reliability). In addition to the Internet of Things, reliable data must be sent between 

devices and the Internet because giving inaccurate or unreliable information can result in unintended or 

incorrect effects [10]. 
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2 CLOUD- BASED INTERNET OF THINGS 

One of the most significant technologies in recent years has been the IoT. It enables the 

transmission and reception of data over the Internet and the connection of material things to the Internet. 

Machine learning, Sensors, embedded systems, and real-time analytics are just a few of the technologies 

that have emerged from the IoT concept. It involves intelligent hospitals and other technology that can be 

managed via wireless or wired Internet [11]. The IoT module diagram is depicted in Figure (1).

 

Figure 1: Block diagram of IoT 

 

A shared pool of reconfigurable computing resources, such as network, server, storage, apps, and 

service, may be quickly deployed and released with very little administration work or service provider 

involvement thanks to the cloud computing concept [12]. There are four different deployment model types, 

three various service model types, and five fundamental features that make up cloud computing. Most cloud 

computing deployment strategies fall under the category of public clouds, in which resources are made 

accessible to users via the Internet. A profitable company typically owns public clouds [13]. On the other 

hand, a private Cloud's infrastructure is typically offered by a single company to meet the unique needs of 

its consumers [12]. The private Cloud provides an elevated level of security and control. Three levels of 

cloud computing are available: The Software as a Service (SaaS) model, which allows users to access 

software over the Internet [14], and the Platform as a Service (PaaS) model, which provides a more 

advanced innovative environment that can be used to develop, test, and deploy specialized software, and at 

last the Infrastructure as a Service (IaaS) model, which makes infrastructure like server, storage, devices 

available as a service [12]. Figure (2) shows that IoT and cloud computing are quickly evolving services 

with unique traits. 
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Figure 2: Integration of IoT and Cloud Computing 

 

The IoT strategy, on the other side, is built on intelligent devices that connect through a worldwide 

network and dynamic infrastructure. The possibility of omnipresent computing is enabled. The IoT is often 

defined as widely dispersed devices with constrained processing and storage capacity. These devices have 

problems with dependability, security, privacy, and performance [15]. On the other side, cloud computing 

consists of a vast network with limitless computational and storage capacity. Additionally, it offers a robust, 

adaptable platform that enables dynamic data integration from diverse data sources [13]. Most of the IoT 

problems have been partly handled by cloud computing. A cloud-based Internet of Things system enables 

cost-effective and intelligent use of infrastructure, data, and applications. The IoT must deal with problems 

including security, performance, privacy, and dependability because it has limited processing power and 

storage capacities. The best solution to most problems is undoubtedly through IoT cloud integration. By 

extending its capabilities with physical things in a more dynamic and dispersed way and offering modern 

services to billions of devices in various real-world scenarios, the Cloud can profit from the IoT [15], [16]. 

Furthermore, the Cloud makes using services and applications for end consumers simpler and less 

expensive. The IoT data stream is also made simpler by the Cloud, which offers rapid, affordable 

installation and combination for complicated data processing and deployment [17]. 

3 HENON MAP 

Chaotic systems are dynamic systems that are very sensitive to initial conditions, are random, 

deterministic, and can be easily reconstructed after filling the picture [18]. So, they are perfect candidates 

for the generation of pseudo-random coding sequences. Henon map is one of the chaotic maps used to 

generate the Pseudo-random sequences needed for coding since it is computationally effective and has near-

perfect random properties [19]. Henon proposed a two-dimensional chaotic system, the Henon map, as a 
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shorthand way to study the dynamics of the Henon attractor and the Lorenz system. Mathematically, Henon 

mapping can be determined via the following equations [20]: 

𝑋𝑛+1 = 1 − 𝑎 ∗ 𝑋𝑛
2 + 𝑌𝑛                                                                                             (1) 

 

𝑌𝑛+1 = 𝑏 ∗ 𝑋𝑛                                                                                                               (2)  

   

         Where the value of n = (1,2,3,…) and a, b are Henon map parameters and their values are 1.4 and 0.3 

respectively. 

 

4 PROPOSED SYSTEM 

Nowadays, using the IoT with cloud computing has become one of the critical and ordinary things 

that many companies and institutions use. One of the essential things that must be considered is security 

and the provision of a secure connection to transfer data between the sender (smart devices) and the 

recipient (smartphone controlled). This paper used encryption to provide security and secure 

communication between the sender and recipient, depending on the new substitution technology and Henon 

chaotic map. Figure (3) shows the block diagram of the suggested method.  

 

Figure 3: Block Diagram of the suggested method 

 

         The encryption process is done for the images captured by sensitive devices located in the building, 

where the process of capturing images is possessed in the event of abnormal movement or movement of 

people outside working hours, close to sensitive or prohibited places. The captured grayscale images are 
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encrypted with a dimension of 256 * 256 through the Henon map, diffusion technique, and XoR function; 

Algorithm (1) displays the steps of ciphering phase. 

 

 

 

         When the encrypted images are received by the recipient, they must be decoded, the steps of the 

decoding process are the opposite of the steps of the ciphering process as shown in the algorithm (2). 
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Figure 4: Original images with their histograms              Figure 5: Encrypted images with their histograms 

5 RESULT 

         To evaluate the effectiveness of the proposed method, we have implemented some tests in statistical 

or security dissection. The histogram anatomy goodness appreciates any ciphering method. An image his-

togram displays the pause division of every grayscale image which supplies the quantity data of the image. 

Every ciphering method should have the capability to create a regular and entirely diverse histogram for 

every image. By relying on figure (4) which shows the five captured images with their histogram and figure 

(5) which shows the encrypted images with their histogram, it was noted that there is no similarity between 

the encrypted image and the original image, as the pixels in the encrypted image were distributed equally, 

also the all encrypted image is not obvious, unrecognizable, incomprehensible, and no information can be 

extracted from it. Hence, the suggested method withstands the statistical offensive, is achieved confiden-

tially, and has the best confusion characteristics. 

Encryption algorithms must be resistant to attacks, therefore, in this proposed system, several criteria were 

used to measure the algorithm's ability to resist attacks. where the NPCR measures the ratio of the number 

of different pixels between the original image and the encrypted image, the UACI measures the percentage 

change in density between the two images and the MAE measures mean absolute error where its value must 

be very large to indicate the robustness of the coding system. By looking at acquired outcomes in the table 

(1) and figure (6) obviously reverberates that the evaluated values of NPCR and UACI are so near to the 

theoretic values, which sanctify the authenticity of theoretic values, also the value of MAE is very high. 

Therefore, the suggested enciphering technique is resistant to differential attacks. 
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Table 1 Values of NPCR, MAE, UACI 

Image NPCR MAE UACI 

a 99.6401 92.3509 33.4645 

b 99.6387 92.1011 33.4479 

c 99.6183 91.4575 33.4210 

d 99.6499 92.8109 33.4701 

e 99.5934 90.4301 33.4029 

 

 

Figure 6: Results of NPCR, MAE, and UACI parameters 

 

Table (2) and figure (7) show the results for four parameters which are: SSIM, UIQ, PSNR, and 

entropy, where SSIM and UIQ are utilized to measure the constructional resemblance between two plain 

and encrypted images, the significant resemblance between the images will be realized where the value is 

near to 1, The results of the table showed that there is no resemblance between the plain and encrypted 

image. The PSNR appreciates the ciphering method impartially by deeming the plain and encrypted image 

as a signal and noise, respectively. The low value of the PSNR points to the major versus amidst the plain 

and encrypted images. The outcomes clearly show that the ciphering quality is best as the PSNR value of 

each image is small (less than 8 dB). To measure the randomness of images, entropy was used, where the 

best entropy value for an encrypted image is approximately 8. Based on the entropy results, the encryption 

method was effective and robust. 
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Table 2 Values of SSIM, PSNR, UIQ, Entropy 

Image SSIM PSNR UIQ Entropy 

a 0.02746 7.6921 0.7387 7.9833 

b 0.02300 7.6999 0.7301 7.9687 

c 0.01687 7.7671 0.6278 7.9538 

d 0.02894 7.6743 0.7453 7.9895 

e 0.01065 7.7230 0.6212 7.9482 

 

 

 

Figure 7: Results of SSIM, PSNR, UIQ, and Entropy parameters 

6 CONCLUSION 

      The IoT and cloud computing techniques are essential, especially when integrated. Most companies and 

government institutions depend directly on these technologies in their work, providing ease and speed in 

work and reducing costs and simplicity of use. In this paper, an integrated security system was designed for 

intelligent building by integrating IoT and cloud computing. The critical information is encrypted and sent 

from the sender to the recipient. There is more than one technology in the encryption and decryption process, 

and several parameters were used to measure the method's effectiveness. The experiment outcomes showed 

that the proposed system is strong, effective, secure, and able to withstand many attacks. 
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