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ABSTRACT

This paper focuses on integrating two techniques: the first is encryption (which changes the form of data) using NinMat algebra
with a mathematical structure, and the second is data hiding (which hides the existence of the data itself) inside random images with
the addition of specific filters to change its location. This gives the proposed system a high level of security, which enhances privacy
and confidence in sending information using it and securing it from various attacks that it is exposed to from unauthorized parties.
Therefore, the goal of this system is to preserve information from various risks when it is intercepted in the transmission medium
or when its sources are compromised in light of the rise of the digital society.
https://creativecommons.org/licenses/by-nc/4.0/
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1 Introduction

Researchers are working on designing and developing
encryption systems due to their importance in protecting
information from various threats. This requires building multi-
layered security methods, which can be achieved by combining
encryption and steganography, with each stage involving
several steps. This makes it difficult for attackers to access the
final encrypted text, as the final encrypted text has passed
through numerous steps, each producing a new encrypted text.
Steganography is an important technology in the field of
information security, as it aims to hide the presence of
confidential data within digital media such as images, making
these media appear normal and not arouse suspicion.

Steganography dates back to ancient times when slaves would
tattoo their fingernails with secret messages and wait for the
hair to grow back before sending the slave with hidden
messages 1. During World War 11, the Germans used microdot
technology to reduce the size of written information, making it
extremely difficult to detect 2, In 1992, Kurak and McHugh
argue that it's easy to inject hidden information into digital
images . In 2002, Christian proposed a model that combines
information ~ concealment  with  protection  against
eavesdropping ™. In 2009, Channalli and Jadhav proposed
scheme that combined encryption with anonymity to transfer
larger amounts of data 1. In 2014, Mazurczyk and Caviglione
proposed a security framework to detect and prevent data
hiding in smartphones [l In 2019, Liu et al. proposed a solution
based on steganography in the video Il In 2022, Kaur et al.
provided a comprehensive review summarizing recent
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developments in Image steganography techniques . In 2024,
Badhan and Malhi proposed a sophisticated system that
combines encryption with steganography to create a double
layer of security that is difficult to breach . In 2025, Rebeen
et al. introduced open-source firewalls provide in-depth
security features for SD-WAN architectures . Majid et al.
proposed a system with increased complexity and time cost by
combining encryption with steganography (Y. Dana et al.
study comprehensively explores security challenges and
advancements in fog-enabled Vehicular Ad Hoc Networks 12,
Nahla & Bashar proposed combining chaotic structures with
biometric integrity as an innovative approach in those stressful
conditions 23, In 2026, Saja et al. It further explores other
innovations in the security domain, such as autonomous
security operation centers (ASOCs) and the potential impact of
quantum 4. Baranawal et al. using least significant bit
substitution (LSB), field-switching methods or advanced
neural network techniques to preserve the visual quality of the
original image in secret messages [,

2 Floyd-Steinberg Dithering Filter

It is an algorithm for dithering frequency technology that
demonstrates its brilliance in its exceptional ability to simulate
color gradients using a limited number of colors while
maintaining the illusion of depth and visual gradation.
technique works by applying a filter to an image to distribute
errors in a balanced way while quantizing the image's pixels. It
searches for the closest available color to improve the
difference between two color values (i.e., between the image's
color values and the selected color value). The difference or
error value is then distributed across the pixels adjacent to the
pixel being modified. This technique relies on error distribution
filters, using values such as x 7, where x is the actual pixel value
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of the image, and weights of adjacent values: 3, 5, and 1, each
value divided by their sum, which is 16. The resulting color
density and blurring make it more difficult to detect the
locations of pixels where data is hidden. This is the goal for
achieving optimal results in steganography 1€,

3 Lorenz System

The Lorenz system represents a cornerstone in understanding
complex dynamical systems [7], as it emerged in 1963 as a
mathematical model simulating convection phenomenon in the
atmosphere. It is characterized by sensitivity to initial
conditions, such that even a slight, almost negligible change at
the beginning of the trajectory can lead to completely different
and unexpected results. This chaotic behavior, governed by
complex mathematical maps, gives the system an exceptional
ability to generate sequences characterized by randomness and
unpredictability. This system relies on variables x, y, z with the
values of these variables being randomly selected from the
interval [0,1] each time. In other words, each time the system
is run, the starting values of the variables can be selected at
random from this field. The modified Lorenz equation [*8 as
follows:

x=(a-1=*({y—-x) €]
y=xx(p—-z)-y )
z=x*y—fB*zZ+x (3)

In this paper, the improved Lorenz system was used because it
is more chaotic and more complex with and a = 10,p =
28,0 = 8/3. The purpose of using Lorenz is to generate a
random, chaotic map of the locations of values that will be
selected from the image to hide data, making it more difficult

to access or detect the locations of the modified pixels in the
image and to know their correct order.

4 Proposed NMTR-Stego System

The proposed NMTR-Stego system relies on combining a new,
highly secure algebraic encryption system with image hiding
using a specific technique. The proposed system consists of

four phases: cryptography, Steganography, text retrieval, and
decryption, as follows:

{)B:{BE}[|

L = {/m € 7—[|coffecient of m;,i =0,...,8 lies in interval (_Tp ,

e, s and £4 which define similar to £5. The phases of
NMTR are explained as follows:
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4.1 Cryptography (NMTR Cryptosystem)
Define a new algebra over field F is said to be NinMat which
denoted by NM as below:
Assume a set
Ao a; a
J\Ir[ = { as a, Gas
ag a7 d4as
let A,B € Npand 6 € F such that

a, €F,foralli=0,...,8 }

0p 01 O S0 31 32
c/l == [63 64 6 ,B - 53 34, 35]
66 67 68 56 37 38

then the addition(+), scalar multiplication(e) and
multiplication (*) define on Nm as follows:

00 +Jp 0:+3; 0,+3,
A+B=103+3T3 0,+3T, 05+ 35 (4)
0g+3g 0,+3T, 0g+ 3T
60, 60, 60,
oA = [663 60, Sésl (5)
80, 00, 00g
00°Jp 0131 023,
AxB = 63'53 64'54 65'S5l (6)
066 07°37 0g°Jg

respectively.

Now, let's design the NMTR cryptosystem based on the Nm
algebra with positive integers parameters N,q and p having
gcd(q,p) = 1and satisfy the equation g > (6d + 1)p where
d is the number of coefficients. Consider the truncated
polynomial rings F=Z[x]/(xN =1), F, =
Zy[x]/(xN = 1) and F, =Zy[x]/(x"¥ —1), and three
Nm algebras:

fo(x) filx) fo(x)
H={f:0) falx) fs||fi(x)cF,i=0,..8¢,
fe(x) fr(x) fe(x)

H, and H,, which defined similar to 3 but f;(x) belong to
F,and F;  respectively.  Define the six  subsets
L4l e, s, 7, €, € H by the form:

0;,0=0,..,8 has dy,cof fecient equal 1,d,, — 1
cof fecient equal — 1, other wise equal 0 }
b;,i =0,...,.8 has dy,cof fecient equal 1,dy, cof fecient
equal — 1, other wise equal 0 }

NS

J

I. Key generation
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The recipient selects three polynomials A ,B and C from
€ 4, 5 and £ respectively, A must have inverse modulo p.
After that calculate the public key Z by the formula:

Z = Ay * (B *+C) (mod q) )
where A, B and C are private keys.

Il. Encryption

After the sender obtain public key Z from the recipient, The
sender write the message #n as the element in £,,, and select
privet key §,7 from g, €5 respectively. The ciphertext is
calculated following:

E=p(Z*S+T)+m (modq) (8)
with coefficient lies in the interval (_Tq ,g].

4.2 Steganography

The sender follows these steps on the encrypted message E:
Step 1: Convert the ciphertext [E from polynomials to binary
using ASCII encoding.

Step 2: Select a BMP image (to ensure no data loss during
compression).

Step 3: Apply a Floyd filter to the selected image to remove
some noise, which helps adjust the image pixels in a way that
matches their original colors. This ensures the adjustments are
invisible to the naked eye and undetectable by statistical
analysis tools.

Step 4: Select chaotic locations based on the Lorenz system.

Step 5: Combine the binary system from Step 1 with the image
data using the least significant bit (LSB).

4.3 Retrieval

After the recipient receives an image containing hidden data, it
takes the following steps:

Step 1: Locates the data hiding points after the sender shares
the x, y, and z keys.

Step 2: Obtains a binary system using the least significant bit
(LSB).

Step 3: Converts the binary system to polynomials using ASCII
bits.

Step 4: Converts the polynomials to algebraic elements Nm.
In step 4, the recipient receives a ciphertext E.

4.4 Decryption

In order for the recipient to receive the explicit message, the
following steps must be taken:

K=A+E =A*@P(Z*S+T)+m) (mod q)
= Ax (At *(B*C)*S+T)+m)
(mod q)
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Ep((B*C)*S+c/l*T)+c/l*m(modq)

9)
where the coefficient lie in the interval (—?q ,g 1.
Now, transform K (mod q) to (mod p) to obtain
V=K (modp)=p(B*C)*S+A*xT)+ Ax
m(mod p)
= A x m(mod p). (10)

Therefore, m = A, * Y (mod p) with coefficient lies in
interval (_—p 2.
2 2
5 lllustrative examples
I- Cryptography
Let (N,p,q) =(9,3,59),d, =dp, =d, =d; =d; = 4.

1. Key generation

ap(x) a;(x) ax(x)
The recipient selects A = |az(x) a,(x) as(x)|, with
ag(x) a;(x) ag(x)

ag(x) =14+x—x?>—x>—x°+x"+x8, a;(x) =x—
x24+x3 —x*+ x5+ x6—x7,

a(x)=14+x—x2—x*+x5+x"—x8 az;(x) =1—-
x4+ x%—x34+x%—x7 4 x8,

a,()=1—x2+x*—x+x—x"+x% as(x) =1+
x2—x3 —x*4+ x5+ x%—x7,

ag(x)=—-1—-x2—x3+x*+x5+x7 +x8 a,(x) =
T4+x—x2+x3+x°%—x°—x7,

ag(x) =x—x2—x3+x5+x%—x7 +x8,
where A has inverse with respect to the modulo 3.

ap t(x) = 2x + 2x% + 2x3 + x* + x> + x7 + x8,
a; 1(x) = 2x* + x® + x8,

a1 (%) = x +2x% + 2x3 + 2x* + x° + 2x8, a7 (%) =
2+ x% 4+ 2x3 + 2x* + 2x° + x® + x7 + x8,

a, " (x) = 2x3 + 2x* + 2x6 + 2x7 4+ 2x8, as7 1 (x) =
2+ 2x +2x% + 2x3 + x* + x5 + x6 + 248,

ag”l(x) =1+ 2x+ x? +2x3 + 2x* + 2x°% + x7 + 2x8,
a7 (x) =1 +x +2x3 + 2x* + x> + x° + 2x8,

ag” (%) =1+ x +2x3 + x* + x5 + 2x7 + 2x8,

after that the recipient select B and C such that:
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bo(x)=1—x2—x3+x*—x5+x%+x" —x8 by(x) =
x+x%2—x3—x*4+x°—x64+x7 —x8,

by(x)=1—-x—x*+x3—x*—x>+x7 +x8 b3(x) =
1—x—x2—x*+x°— x4+ x7 + x8,

by(x) =1—x—x*+x3+x°—x®—x7 +x8 bs(x) =
—1+x—x?+x3—x*—x5+x%+x7,

be(x)=1—x—x?2+x3+x*—x%—x"+x8 b,(x) =
—1—x—x24+x3+x°—x+x7 —x8,

bg(x) =1—x—x2+x3 —x*—x5+x%+x8 cy(x) =
T—x4+x2—x*— x>+ x4+ x7 — x8,

() =—-1+x—x3+x*—x5—x0+x7 +x8 c,(x) =
1+x+x2—x3—x*—x5—x5+x8,

() =1+x%2—x3+x*—x>—x0+x7 —x8 c,(x) =
x—x%—x3+x*—x%+x°—x7 + x8,

cs(x)=—1—x+x2—x*+x5+x°—x7 +x8 cs(x) =
—1+x—x%+x3—x*—x%+x°+«8,

;) =1+x—x2—x3+x*—x5+x°—x7, cg(x) =
1—x—x24+x34+x%—x°—x7 + x8,

after that calculate Z = A~ x B * C(mod 3), where

Zo(x) = x + 2x* + x% + 2x8, 2, (x) = 2+ 2x + 2x% +
x3 4+ xt + x5,

Z(x) =2+ 2x +x* + 2x° + x0 + x8, z3(x) = 1+ 2x +
2x3 4+ 2x5 + x7 + x8,

Zy(x) =1+ x*+ x5+ 2x% 4+ 2x7 + 2x8, zs(x) = x +
2x2% + 2x3 4+ 2x* + 2x5 + x© + 2x8,

Ze(X) =x+x2+x3+2x5+ x +x7 + 2x8, z,(x) =
14+ x+2x% +x3 + 2x* + 2x° + x® + 248,

Zg(x) = 2x + 2x% + 2x3 + 2x* + x® + 2x7 + x8.

2. Encryption
The sender writes the massage "Mathematics" and convert to
the binary system by bit ASCIL-7 code for binary
representations.

1001101 1100001 1110100 1101000 1100101 1101101
1100001 1110100 1101001 1100011 1110011

Therefore, convert the binary system to polynomial 7 where

me(x) =1+x3+x*+x®+x7 +x8 m(x) =x*+
x5+ x% +x7, my(x) =1+ x3 +x* +x6,
my(x)=x+x2+x>+x7 +x8 my(x) =1+x%+

x3 4+ x>+ x%+x7, ms(x) = x3 + x* + x5+ x6 + x8,

mg(x) =x2+x3+x°+x8 m,(x)=1+x+x>+
x®+x7 +x8 mg(x) =1+ x3 + x*.

982
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The sender selects § and T such that:

so()Q@=1+x+x3—x*—x5—x®+x7 —x8 5,(x) =

—1—x+x2—x*—x>+ x5+ x7 + x5,

S;(0)=1—x+x2+x3—x*+x5—x7 —x8 s5(x) =
T4+x—x2—x34+x%—x°—x7 +x8,

sa(@)=x—x2+x3 —x*+ x5+ x° —x7 —x8,s55(x) =
T4+x4+x2—x34+x*—x%—x°—x8,

se()=1+x+x2—x3—x*—x>+x%—x7,s,(x) =
—14+x%—x3—x*—x°+x%+x7 + x5,

sg) =x—x2+x3—x*+x5—x0+x7 —x8 t,(x) =
T—x—x24+x34+x%—x°—x7 +x8,

t(x)=14+x+x2—x3—x*—x>+x°—x7,t,(x) =
T4+x—x2—x34+x*—x°—x7 +x8,

t3(x)=—1+x—x?+x3—x* — x>+ x°+x8, t,(x) =
T—x—x24+x3—x*—x%+x7 +x8,

ts(x) = —1+x?—x3—x* — x5+ x%+x7 +x8,
te()=1+x—x%—x*—x>+x%—x7 +x8,

t;()=x—x2+x3+xt—x5—x—x7 +x8 t,(x) =
1—x—x%4+x3—x*+x%—x7 + 8,

respectively.
Compute E = p(Z 8§ *T) + m (mod 59),

eo(x) =59 + 50x + 9x2 + 54x3 + x* + 3x> + 4x° +
54x7 + 10x58,

e (x) = 6+ 6x% + 54x* +42x> + 57x° + 4x7 + 12x8,
e;(x) =1+4+9x +57x3 + x* + 56x° + 4x° + 53x7,

es(x) = 7x + 57x% + 56x3 + 3x* + 54x5 + 6x° +
51x7 + 7x8,

e,(x) =10 + x? + 7x3 + 56x* + 57x° + 51x° + x7,

es(x) =50 + 53x + 50x2 + 10x3 + x* + 4x° + 16x° +
56x7 + x8,

eg(x) =3+ 56x + 57x2% + 57x3 + 53x* + 4x° +
56x% + 6x7 + 7x8,

e;(x) =54+ 13x + 9x3 + 51x° + 57x° + x7 + 578,
eg(x) = 4+ 50x + 3x% + 57x3 + 4x* + 56x7 + 6x8,
II-  Steganography
Convert [ to binary system chain by ASCII,

0111011 0110010 0001001 0110110 0000001 0000011
0000100 0110110 0001010 0000110 0000000 0000110
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0000000 0110110 0101010 0111001 0000100
00011000000001 0001001 0000000 0111001 0000001

0111000 0000100 0110101 0000000 0000000 0000111
0111001 0111000 0000011 0110110 0000110 0110011
00001110001010 0000000 0000001 0000111 0111000
0111001 0110011 0000001 00000000110010 0110101
0110010 0001010 0000001 0000100 0010000 0111000
00000010000011 0111000 0111001 0111001 0110101
0000100 0111000 0000110 00001110110110 0001101
0000000 0001001 0000000 0110011 0111001 0000001
01110010000100 0110010 0000011 0111001 0000100
0000000 0000000 0111000 0000110

with size (63 * N) = (63 *9) = 567.

Select a BMP image (to ensure no data loss during
compression)

Figure 1: Original image.
We apply the Floyd filter to the image in Figure 1 to obtain the
image in Figure 2.

Figure 2: Image after Floyd filter.
Select chaotic locations based on the Lorenz system and
combine the binary system with the image data using the least
significant bit (LSB).
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Figure 3: Image after hiding.
I11- Retrieval

After the recipient receives an image as shown in Figure 3, they
proceed with the steps in section 5.3 to obtain the encrypted
text E.

IV- Decryption
The recipient compute X = A * E (mod 59)

ko(x) = 17 + 38x + 50x? + 18x3 + 48x* + 22x° +
4x7 4+ 45x8,

ky(x) =12+ 37x + 47x?% + 19x% + 6x* + 15x> +
35x°% + 10x7,

ky(x) =2+ x4+ 21x? + 38x3 + 5x* + 41x> + 15x° +
4x7 + 54x8,

k3(x) = 44 + 26x + 32x% + 20x3 + 37x* + 12x5 +
2x% + 51x7 + 17x8,

ky(x) =16 + 44x + 8x? + 56x3 + 13x* + 31x°> +
7x% + 58x7 4 9x8,

ks(x) = 47 + 36x + 3x? + 21x3 + 48x* + 24x° +
43x7 + 19x8,

ke(x) = 46 + 46x + 46x? + 13x3 + 22x* + 3x° +
19x° + 2x7 + 43x8,

k,(x) =40 + 53x + 22x% + 2x3 + 21x* + 38x° +
19x° + 58x7 + 48x8,

kg(x) = 58 + 10x + 34x2 + 9x3 + 7x* + 16x° +
43x% + 51x7 4+ 11x8,

All the coefficient lies in the interval (_759,?].
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ko(x) =17 — 21x —9x? + 18x3 — 11x* + 22x° +
4x7 — 14x8,

ky(x) =12 —22x — 12x?% + 19x3 + 6x* + 15x> —
24x% + 10x7,

ky(x) =2+ x+21x? — 21x3 + 5x* — 18x> + 15x° +
4x7 — 5x8,

ks(x) = =15+ 26x — 27x% + 20x3 — 22x* + 12x5 +
2x6 — 8x7 4+ 17x8,

ky(x) =16 —15x + 8x? — 3x3 + 13x* — 28x° + 7x° —
x7 +9x8,

ks(x) = —12 — 23x + 3x2? + 21x3 — 11x* + 24x° —
16x7 + 19x8,

kg(x) = =13 —13x — 13x% + 13x3 + 22x* + 3x° +
19x° + 2x7 — 16x8,

k,(x) = =19 — 6x + 22x2 + 2x3 + 21x* — 21x> +
19x° — x7 — 11x8,

kg(x) = =1+ 10x—25x2 + 9x3 + 7x* + 16x° —
16x° — 8x7 + 11x8,

Compute V' = K (mod 3),

ng(x) =2+x*+x®+x7 +x8 ny(x) =2x +x3 +x7,
ny(x) =2+ x+ 2x* + x7 + x8,

ng(x) = 2x + 2x3 + 2x* + 2x° + x7 + 2x8, nu(x) =
1+ 2x2 + x* + 2x° + x° + 2x7,

ng(x) =x +x*+2x7 + x8, ng(x) =2+ 2x + 2x2 +
x3 +x* 4+ x®+ 2x7 + 248,

ny(x) =2+ x%+2x3+ x4+ 2x7 + x8 ng(x) =2 +
x4 2x% 4+ x* 4+ x5 4 2x° + x7 + 2x8,

In the final, calculate m = A~ * N (mod 3)

me(x) =1+ x3+x* +x% +x7 + x8 my(x) = x* +
x5+ x0+x7, my(x) =1+x3+x* +x°,
my(x)=x+x2+x5+x"+x8 m(x)=1+x%+
x3+x5+x6+x7,
ms(x) =x3+x*+x° +x° +x8 mg(x) =x2 +x3 +

x®+x8 m;(x) =14+ x+x%+x°+x7 + x5,

mg(x) = 1+ x* + x°, where all coefficients of the last term
lie in the interval (_73,%] = (-1,1].
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Convert the polynomial to binary after that obtain the original
message text using ASCLL-7 code, hence the text is
"Mathematics",

6 Analysis of results

This section presents the security level of the proposed system,
which consists of several layers in terms of cryptography and
steganography, as follows:

1- The security level of the Nitro encryption method, which
involves one of two paths. The first path depends on the sample
space of the B and C in the public key. Assuming that the size
of the two sets £z and £ is smaller than €4 Therefore, the
security size is as follows:

N! 9 N! 9
((db!)Z(N—zdb)!) ((dC!)Z(N—ZdC)!) -
(N!)ls
((dpN2(N-2dp)!(d)2(N-2d )18

The second path depends on the size for the keys S and T of
ciphertext; therefore, the security size will be as follows:

N! ° N! o
((ds!)Z(N—st)!) (dt!(at—1)1(1v—2dt+1)!) -
(N1)8

(de)1B((N—2dg)lde (de—1)!(N—2d+1)1)
2- Hiding encrypted data, where the hiding mechanism relied
on the following:

I-  Applying the Floyd dithering filter to the image:

This type of filter was applied to the image to make the
locations of the modified pixels difficult to detect. It distributes
uniform noise (similar to random noise) throughout the image,
making it challenging for statistical analysis to detect
differences before and after modification (hiding). The
modifications were naturally hidden within the image, making
it difficult to distinguish between the modified and original
pixels, as shown in Figures 4. Furthermore, the filter's
flexibility in allowing any image shape and hiding at any pixel
location provided the freedom to choose any pixel location for
hiding.

with statistical measures of the difference between the two
images are as follows:

MSE: 0.000342, PSNR: 82.790 dB, SSIM: 1.000000

MBCI (Mean number of variable bits per channel/pixel):
0.000342.

II-  Selecting the modified bit within each pixel:

After representing the image and the encoded text in binary, the
LSB principle was used (i.e., the last bit of each pixel was
modified), which is called semi-transparent or pure hiding. This
does not cause a noticeable change in the image due to the
similarity that may occur between the encoded text bit and the
image bit.
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Befor Hiding
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After Hiding

Figure 4: Image before and after hiding.

I1l- Selecting pixel locations in the modified image:

This proposal relies on a chaotic matrix of the modified
locations, deviating from the usual sequential order. This is
achieved using modified Lorenz equations, which yielded a
reliable, unpredictable chaotic path based on the obtained
measurements (According to Lyapunov's chaos criteria
(0.83004, 0.0010723, and -13.4978), the system is sensitive to
even the slightest change in the initial value). Thus, if a single
bit is detected, the attacker cannot determine the location of the
preceding bit or predict the location of the following bit. This
type of system is able to resist statistical steganalysis due to its
randomness. Using a Lorenz system leads to resistance to
identifying the modified LSB in the image, which in turn resists
histogram/chi-square tests. The high PSNR value obtained by
the proposed system indicates the imperceptibility of detecting
the locations of the modified pixels through visual attacks.
Furthermore, the modified chaotic system adopted is sensitive
to even the slightest change, which leads to resistance to
analytical attacks.

It is noticeable that the larger the image used to hide the
encrypted data, the more complex it becomes, in addition to
increasing the amount of encrypted data that can be hidden or
stored in the image.

7 Merits of the NMTR-Stego System

One of the most important advantages of this proposed system
is its multi-stage approach, which results in a very high level of
security and complexity, thus enhancing the method's
efficiency. The original text cannot be directly accessed from
the ciphertext because the system's first stage is encryption,
achieved through the design of a multi-dimensional algebraic
encryption system. This stage consists of key generation and
encryption. The second stage is hiding, which involves using
an image with a filter and implementing Lorenz. The third stage
is retrieval, which aims to obtain the ciphertext through several
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steps, including identifying hiding locations and using the least
significant bit. The fourth stage is decryption, which converts
the ciphertext back into the original text. Another advantage of
this system is its ability to encrypt multiple messages, whether
from multiple sources or a single source, due to the
multidimensional algebraic intent used in constructing the
NMTR method.

Conclusions

This paper is based on the principle of double protection. While
encryption serves as the first line of defense by altering the
fundamental structure of the data to make it unintelligible,
steganography comes as a security cover that conceals the
existence of the data itself within images. The innovative
combination of these two approaches raises the level of security
to unprecedented levels, which is reflected in this work through
the employment of NM cryptosystem and NinMat algebra
algorithms to ensure superior content encryption. To enhance
this system, the research relied on the Lorenz system with its
high chaotic capabilities to generate unpredictable paths,
combined with the LSB technique in the spatial domain to
ensure precise data embedding within the cover. Additionally,
Floyd—Steinberg Dithering was integrated to distribute color
errors and improve the visual quality of the resulting image,
reducing the likelihood of detection. This integration makes the
proposed method an effective solution that surpasses traditional
techniques in addressing contemporary hacking challenges in
sensitive applications such as secure communications,
intellectual property protection, and data transmission over
untrusted channels.
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